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Abstract
Richard Feynman’s visionary lecture at Caltech,
which dates back more than half a century, is regarded
as the birth of today's nanotechnology. Over time,
many nanotechnology-based approaches, methods,
and innovations have been adopted in almost all
research disciplines. This nano-centered evolution is
currently transforming the traditional paradigm of the
Internet of Things into the Internet of Nano Things.
However, the focus here is not on the mere adaptation
of down scaling and is instead primarily on the effects
and characteristics that result from this new scale. To
fully exploit these new possibilities and combine them
with existing added-value technologies, it is not
sufficient to miniaturize existing Internet-of-Thingsbased systems—they must be developed from scratch.
Against this background, this study examines the main
areas of nanotechnology in combination with the
Internet of Things phenomenon and, based on an
exploratory literature search, presents an information
system architecture for IoNT-based information
systems.

1. Introduction
In 1959, Richard Feynman delivered his visionary
lecture “There's Plenty of Room at the Bottom” at the
American Physical Society Symposium at Caltech,
and this lecture would later go down in history as the
birth of nanotechnology. During his lecture, Feynman
did not even mention the term nanotechnology, rather
he spoke about the possibilities of manipulating matter
at the atomic level and his vision [19]:.
[2–5, 9, 10, 12–14, 17 , 18, 20 , 27, 28 , 31, 33 , 34, 36 –38, 41 , 43]

“What I have demonstrated is that there is room..”
“I now want to show that there is plenty of room..”
Almost 15 years after his lecture, Feynman's
vision became a reality when Norio Taniguchi first
used and published the term nanotechnology in the
context
of
his
semiconductor
research.
Nanotechnology experienced a complete renaissance
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beyond the classical research disciplines at the end of
the 20th century with the passing of the 21st Century
Nanotechnology Research and Development Act [23].
Based on this presidential decree of George W. Bush,
the USA made nanotechnology a national matter,
which not only brought the topic into the media
spotlight but also provided appropriate financial
resources for research and development [23]. With this
development, the nanotechnological approach has
penetrated many research areas and domains over the
years.
One such domain is the Internet of Things (IoT),
which is described as “a worldwide network of
interconnected objects uniquely addressable, based on
standard communication protocols,” and based on
smart objects equipped with sensors and actuators.
Through the integration of nanotechnological
approaches, primarily the scaling of smart objects and
sensors in a network, the paradigm shifted around the
prefix “nano,” leading to a further paradigm shift
toward the Internet of Nano Things (IoNT).
Within the literature, various publications address
the complex subject of the IoNT, including a variety
of system designs and architectural approaches.
However, most of these approaches focus on
individual components (bio-node) or dedicated and
often strongly nano-oriented aspects, such as the
communication of individual nodes or their energy
supply. However, to develop a holistic information
system, it is not sufficient to consider individual
system components in isolation from the system’s
context.
How must an information system be designed
from an architectural perspective to satisfy the
demands of IoNT-based systems?
Against this background, the objective of this
study was to develop an information system
architecture for IoNT-based systems. The approach
used for this study was a systematic literature search.
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The remainder of this paper is structured as
follows. It begins with a theoretical consideration of
the central subjects related to nanotechnology and the
IoNT. We then present a detailed examination of the
research process. Based on this, the developed
information system architecture, as well as its
components and views, are described in depth. The
paper concludes with commentaries on the limitations
of the work and suggestions for future research.

2. Theoretical Background
2.1 Nanotechnology and Nanoscience
The term nanotechnology has now been in
scientific usage since the mid-1970s, but there is still
no generally accepted definition of the term and the
associated research discipline. Thus, the term instead
represents a combination of different research
disciplines, such as materials science, physics, and
chemistry and their methodological approaches,
processes, and findings [7, 44].
The most widely used definition is that of the
National Nanotechnology Initiative, which defines
nanotechnology as “the understanding and control of
matter at dimensions of roughly 1–100 nanometers,
where unique phenomena enable novel applications.
Encompassing nanoscale science, engineering and
technology, nanotechnology involves imaging,
measuring, modeling, and manipulating matter at this
length scale” [32].
On a more abstract level and following Richard
Feynman's vision, nanotechnology can be described as
the development and utilization of structures with a
scale between one molecule and 10 nanometers,
whereby the material properties of the starting material
change on the basis of the size adjustment. This makes
it possible to construct and manipulate objects and
structures on a molecular or atomic level [39].

2.2. Internet of Nano Things
The Internet of Things (IoT) in its current form is
an integral part of our everyday private and
professional lives. McKinsey predicts that by the year
2023, more than 43 billion smart devices will be in use
in a variety of domains (e.g., smart homes, smart
health) [15].
Nanofication, which is the transfer of these smart
objects to the nanoscale and the associated paradigm
shift towards the Internet of Nano Things, will lead to
not only new applications in existing domains [21, 42]
but also completely new application scenarios that
have not yet been implemented [3]. A pioneer in this

field is the medical sector, as regions that were
previously difficult or impossible to access are now
becoming accessible because of the size and
associated characteristics of the newly developed
objects [2, 3]. Nano-nodes, the counterpart of smart
objects in traditional IoT systems, can be used to treat
cancer cells at the cellular level or to administer drugs
with pinpoint accuracy [3, 5].
Bio-nano-nodes and the Internet of Bio-Nano
Things (IoBNT) are the counterparts of artificially
produced nano-machines [3]. These are obtained by
synthesizing
biological
cells
that
contain
nanotechnology and function primarily in biological
environments [3].

3. Research Method
As the research field of the Internet of Nano
Things is rather new and constantly evolving, the
approach used for developing an architecture was a
systematic literature search, according to Webster and
Watson [47] as well as Vom Brocke [46].
The aims of the literature search were to identify
the widest possible range of different system
architectural-relevant objects, characteristics, and
entities and, with this information, gain a fundamental
understanding of the domain and its technological and
systemic approach. To cover a broad spectrum of
various approaches and architectures, the literature
search was not limited to the central domain term
“Internet of Nano Things” but was extended by its
biological counterpart “Internet of Bio-Nano Things”
and its acronyms.
Against this background, the search string
“(“Internet of Nano Things” OR “Internet of Bio-Nano
Things” OR “IoNT” OR “IoBNT”)” was applied in six
major databases of the field (e.g., AISeL, IEEE; ACM,
etc.) to cover a wide range of literature with diverse
focuses. To guarantee an appropriate level of quality,
other quality factors were defined in addition to the
search string itself. Thus, only publications published
in German or English under peer review were
considered in the search. The search period was not
limited and extended from 1966 to 2020.
Based on the search string and quality
factors, 380 publications were initially identified
within the databases. Based on the abstracts and
keywords, 75 of these were independently deemed
relevant. After filtering the duplicates, the remaining
55 papers were subjected to an independent full-text
analysis, during which 21 architectures were
identified. To ensure the identification of as many
different architectural approaches as possible, a
forward and backward search was carried out based on
the publications whose architectural approaches were
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the architectures are all essentially based on the same
basic components.
Following the methodological approach of the
concept matrix (Table 2), according to Webster and
Watson [47], two central architecture views, the macro
and nano perspectives, and seven essential (nanonode, nano-router, smart service etc.) architecture
components were identified from the results of the
literature search following a detailed examination and
the aggregation of the extracted individual
components.
Table 2. Concept matrix

Vicinity

determined to be relevant. As a result, three additional
approaches were identified, increasing the total
number to 24. Special care was taken to include only
independent approaches and to exclude referenced
approaches or to use the corresponding primary
source.
Table 1. Architectural components
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The architecture approaches and components
identified within the result set differ greatly in terms
of naming and descriptions, as well as the structure of
the architecture itself. To present a clear overview of
the results, the entities were organized by size, starting
with the largest objects (Table 1).
Strikingly, most of the architectures originate
from a medical- or healthcare-oriented application
scenario. Furthermore, the user appears to play a
special role in the system context, especially in
healthcare-oriented application scenarios, because
almost all users were represented as separate entities
and even precisely described or differentiated based on
their activity (e.g., patient, healthcare professional).
Regardless of the design of the individual
components and the presented application scenario,
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4. Internet of Nano Things Architecture
Similar to existing information system
architecture concepts (e.g., ARIS [40]), the developed
architecture approach (Figure 1) follows a view-
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Figure 1. IoNT system architecture
oriented concept. A distinction is made between the
macro and nano perspectives. Within the architecture,
the macro-view represents system entities and
processes that are comprehensible to the naked eye,
whereas the nano-view includes the nano-focused
system entities and their interaction.

4.1. Macro-View
The central system interface and points of
interaction between the system and user are intelligent
services, so-called Smart Services. Depending on the
user group and application, these services provide the
user with a dedicated and individualized range of
functions, which is a key difference from traditional
IoT-based systems (e.g., Smart Home, Smart Fitness,
etc.). These services are strongly end-user-oriented
because of the complexity of the system and the fields
of application. In particular, however, this becomes
visible in the health sector, where the nano-machines
and thus the entities monitored or controlled by the
system are not located in the surrounding
environment, such as an intelligent lamp in the context
of a Smart Home; in most applications, these are
placed in the human body. Regardless of the user

group and use case, the smart services and the
information provided by them can be consumed by
users in three different ways [35]. In most cases, a
device-oriented approach is used involving browserenabled devices, such as smartphones, tablets, or even
notebooks. It is also possible for the user to interact
with the system via smart products (smart productoriented), such as intelligent fitness watches or blood
glucose meters. Despite the possibilities currently
offered by digital services, personal exchange is
essential, especially in critical and highly personal
domains such as medicine (human-oriented) [35]. The
main interfaces make bidirectional interaction
possible, not only allowing the user to consume
information but also enriching the system with
additional information.
As with traditional IoT-based systems, the system
users differentiated here basically depend on the
domain and the dedicated use case. Within the
architecture, the user is represented as a generic entity,
which allows the
architecture user to define their individual
characteristics. Based on the user types extracted
during the literature analysis, the generic entity was
extended to the user group from the healthcare sector,
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which included patient and healthcare professional
(e.g. surgeon, nurse).
The information and data on which they are based
is another essential component of IoNT-based
information systems and thus of the architectural
approach. In the context of IoNT-based information
systems, data can be divided into three basic types:
intelligent, systemic, and external data. Smart data are
the data collected by nano-nodes and their sensors
about their environment, their operating state, or their
interaction with other system entities. In addition to
smart data, the system also has other system and
operationally relevant data, such as master or login
data, which are referred to as system data. It is also
possible to enrich the data available in the system with
external data via appropriate interfaces to, for
example, obtain higher-quality results for decision
support or analyses. As with classic information
systems, the data can be stored both locally and in the
cloud. In contrast to independent data storage, cloud
storage reduces management overhead and allows
non-domain experts in particular to focus on the
primary application scenario [48].
In contrast to conventional IoT-based information
systems, the network component in IoNT-based
systems not only connects the individual system
entities and enables their communication but also
functions as a link between the different views. It is
important to differentiate between different
communication types based on the view. Within the
macro-view, the network topologies can be divided
into long-range, short-range, and body area networks
[8], the last of which is a special form of short-range
communication using in body-based systems [6].
Short-range communication can thus be classified
as transmission within a radius of a few centimeters up
to approximately 100 meters using protocols such as
Wi-Fi, Bluetooth, and ZigBee [30, 45]. A specialized
form of this communication protocol is the so-called
body area network. This type of wireless network
connects devices that are either worn very close to the
body, usually directly on the skin, or permanently
implanted [24]. If, on the other hand, transmissions
over several kilometers are necessary for system
success, long-range technologies based on existing
infrastructure components, such as 5G or low-power
wide-area networks (LPWAN), are used [11]. For
most future use cases and applications, however, a
combination of both technologies, as is currently the
case with non-nanofocused IoT systems, will certainly
be advantageous.

4.2. Nano-View
The nano-view includes all nanofocused system
entities and describes their architectural interaction.
The fields of application of nano-components can be
divided into three areas: in-body, on-body, and offbody. A combination of several fields of application
within one system is possible [3–5, 41]. In the case of
in-body or intra-body networks, the field of
application of nano-nodes is the human [3, 4] or
animal [5] body. For this purpose, the nano-machines
are either ingested in the form of a pill or injected
through a cannula. The primary field of application is
the medical sector [16, 37]. The primary area of
application of on-body networks is also living
organisms. However, the sensors are positioned
directly on the body or on the body surface and not
inside the body, either as part of a body area network
or in the form of a portable device (e.g., a smart
watch). On the other hand, the area of application of
off-body networks is the personal environment or the
environment [2]. Here, the field of application is only
limited by the nature and properties of the nano-nodes.
For example, they can be integrated into the home, car,
streets, or buildings [2, 26]. The central areas of
application for off-body networks are smart cities in
the context of comprehensive and continuous air and
building monitoring [22].
The basic elements of the nano-layer are nanonodes with a size between 100 nanometers and at most
one micrometer [2, 43]. They represent the
nanofocused counterpart to smart products in
conventional IoT systems. In contrast to their IoT
equivalent, however, they have only rudimentary
computing power, highly limited storage capacities,
low energy storage capacities, and limited
communication possibilities, which means that they
can only transfer data over short distances [2, 37]. The
nano-node itself is in turn composed of individual
nano-components (e.g., sensor, antenna, processor,
etc.).
The individual components perform functions
comparable to those of conventional smart products.
For example, the antenna serves as a communication
medium by receiving, decoding, and transmitting
messages via differentiated wave types. The
processors form the processing and control units that
make it possible for the node to perform tasks. Both
artificial and biological nano-batteries are used as
energy storage devices to provide the energy supply.
In contrast, the integrated storage medium, based on
its storage volume, only serves as a buffer until the
collected data can be passed on [1, 25].
The central components of the nano-nodes are the
sensors and actuators. These can be used to measure
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various physical (e.g., electromagnetic fields, light,
heat, pH value, etc.) and physiological (e.g., blood
pressure, heartbeat, insulin concentration, etc.)
parameters. It is also possible to equip the nodes with
an optical sensor and then take pictures of areas that
are difficult to access or of dedicated regions of the
body [14, 28, 29, 37]. Bio-nano-nodes represent the
biological counterpart to artificially constructed nanonodes and imitate biological cells or enzymes in both
structure and communication behavior [37].
However, depending on the intended use and
application area, an individual node is often not
sufficient, and it is necessary to use a cluster of several
hundred or even several thousand nodes [5, 12]. Each
of these clusters has a cluster head, which is
responsible for collecting and forwarding the data. In
the context of nano-clusters, nano-nodes can act as a
simple node or as a cluster head [5, 33, 41].
Because of their limited resources, when nanonodes need to transfer the acquired data to entities
outside the nano-network, the data must first be
transferred to a nano-router [4, 29, 37]. Nano-routers
have a higher computing power than nano-nodes. This
gives them the ability to both aggregate the
information collected by the nano-nodes and control
the behavior of the nodes by sending binary
commands such as “on” and “off.” The nano-routers
also have access to the routing and path information of
the network, which enables them to target dedicated
areas. However, these capabilities also affect the size
of the nano-router, making them much larger than
nano-nodes, which in turn makes positioning more
difficult, particularly in in-body scenarios [2, 37]. The
primary task of the nano-router is and remains
establishing a connection with the central interface
(gateway) and transmitting the received data to it [2,
4].
The interface in turn aggregates the information
from the individual nano-routers and is responsible for
transmitting this information via a network connection
to the respective receiving devices outside the nanonetwork [14]. The interface can be a nano-microinterface or a bio-cyber-interface, depending on the
type of communication. In the case of electromagnetic
wave communication, a nano-micro interface is used,
which enables direct, bidirectional communication
between the nano and macro ranges [2, 10, 37].
Molecular communication, on the other hand, requires
the use of a bio-cyber interface, which converts the
collected
biochemical
information
into
electromagnetic communication and makes it readable
for macro-view entities [3, 14].

6. Conclusion and Outlook
The and the smart products associated with it are
now present in almost all areas of private and
professional life. By 2023, more than 43 billion smart
objects are expected to be in use in a wide variety of
domains, including system-critical ones such as
healthcare (Smart Health) or energy supply (Smart
Grid) [15].
Based on the technological developments in the
next few years and the associated possibility of using
smart objects on a large scale even in the nanofocused
state, this trend becomes more likely. In contrast to
research in traditional IoT areas, IoNT-based research
is only just beginning.
Against this background, this paper presents a
systematic and methodologically sound framework for
the analysis and development of IoNT-based
information systems based on a layer-oriented
information system architecture. This framework can
be used as an analysis tool for existing systems to
discover white spots within an existing architecture as
well as a blueprint for developing new systems. The
architecture was developed to be both domain and use
case neutral, making it suitable for a wide range of
scenarios. Based on the experience gained from the
literature search, we see the medical sector as the
primary application sector for the technology. The
developed architecture was based on a systematic
literature analysis of over 350 publications and the
resulting aggregation of 24 architectural approaches
available in the literature.
Despite the relevant theoretical and practical
implications of this study, it has some limitations.
First, as a general limitation, although the architecture
presented here is scientifically sound, it is still only a
theoretical model and has been proposed as a
prototype, with the intention of subjecting it to further
research. In addition, this architecture based on the
literature is limited to two relatively specialized user
groups, which should be extended in future studies.
Another limitation relates to a central aspect of
literature analyses: the selection of the studies that
later formed the basis of the developed architectural.
Despite the use of quality criteria and inclusion and
exclusion criteria, this selection is always influenced
to a certain extent by the subjectivity of the researcher.
Thus, to ensure the highest possible degree of
objectivity in the selection and aggregation processes
(Table 2), they were performed by two researchers
independently, and the results were synchronized in a
subsequent step. In cases where it was not clear
whether publications should be removed from the
selection based on quality factors or exclusion criteria,
the decision was discussed in a collegial consultation.
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The same process was used for the aggregation and
conceptualization steps.
The presented view-oriented information system
architecture
provides
researcher
with
a
methodologically sound foundation for future research
and offers room for expansion. A central focus should
be placed on the nano-view and the associated
architectural components when further developing the
architecture. Additional aspects to be considered
should be based on current issues within the IoNT
field, such as the key aspects of security and
computing power.
Finally, this developed architecture provides the
first holistic insights into the development of Internet
of Nano Things-based information systems and
creates a conceptual basis for future research within
the field.
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